CHAPTER 8

In Screen we Trust

The world isn

A
t run by Weapons anymore, or energy, or
money. It's run

by ones and Zeros—little bits of data, |
electrons. There's 3 war out there,

not about who has the most bullets. It’

information—what we see and hear, how we work,
what we think. It's al| about information.
AS STATED BY COSMO (BEN KINGSLEY),
THE VILLAIN IN SNEAKERS

t's all
a world war. It's

s about who controls the

All sysfems check. The five thousand spinning centrifuges in

operation at Iran’s nuclear enrichmfent facility at Natanz were
humming away, and the Islamic Republic was mahng good prog-
ress on its “peaceful” nuclear energy program. If things 'Cont;;l;
ued on track, soon Iran would have enough ennched.uraguumtom
(U-235) to create its own nuclear power plant or 1tsh Ijtal'; .
bomb, depending on whom you asked. Althoug.hl 1I.ran z; : us};
insisted its nuclear activities were Rurely for civilian m;sr aggi anci
much of the world, including the Unlttjid States, Europe, >

i i as less convinced.

e %;ﬁgslizz%llz:lmemational Atomic Energy Age?;ﬁf(ig?r)l
found Iran ,in noncompliance with _the Nuclear 1\;?; é)its st
Treaty ithad signed, and theinspection ageﬂ;Y rle})N demanded Iran
to the UN Security Council. In response, the

Scanned with CamScanner



156 A oAT! ot Natanz, to
. 11 ieS ’ wh:
£ acmnt Ahmadinc'ad hic
Jear enricl1ﬂ1cnvwlmoud TAEA Jjad, reg b th
¢ sident at the (ime ffici i th duce a2 w Cludeg N
.10 des 05 J. But would the sap .M
- : ’ Sangy;
were lmb? Given Iran ; p(rl-eemlnencéons
: pan-> : ore had t 0
bomh I om gcr b it Somethlﬂ m'k o be dﬂne h
r .l!! h]r ]]5 ! n]]]ifﬂry strl e was ruled out .
h authorized 4 i ’hllt
Qv

rt

nove Bus

ons: a e .

Jent Geo'® nd dubbed the t ey
£ Ops

tanz :
Nat?™  ording to the Neg
}’Ork

;]ities

r quI 5 Gﬂmesj vert man’

ost sigﬂiﬁcant e o o ipulatiop
WwW.

r
5ince :
Wed aCCCSS to Nazi Codes_»

; m
.- spect

etic SP, herthafa 0 o

carget and Wer rt enough

jon petwork in the Islam;,

ves associated wig,

nat10

(&
=, hrOI anians V& Lized infO :
ot connect & E he operat!™™=" " :
o Internet 25" 14 not jus cunnel their way invig,
sC . superhighway. A network
nce workers—spies and
be assembled and cho-
an were to succeed,

n? A USB thumb

(o)

9) eration o

yoorly protec 0ad | o y maintena

of human agents; englnf.f;{ e oD
jices alike—"" .

mendo recision if the p.l

vert operatl

drive.
e the centrifuges at Natanz, 3 N€W class of cyber
that could leap from the yirtual world of

world of industrial control sys-
sticated computer worm widely
he United States and Israel to
hors of Stuxnet copied the
and loaded, ready

be smuggled 1t
rk at the facil

one
d enter the physical
t, a highly sophi
en created by ¢

computers a1
tems. Enter Stuxne

believed to have be
keep 2 notorious foe in check. The aut

worm onto a simple USB flash drive, now locked

to seek out its quarry. How the drive came tO
Natanz and who inserted it into the computer n€two

jty remain unknown, even today.

What is known, however, is how g
across the IT infrastructure of the plant
Ha.sh drive into a single computer’s USB ' orti
Microsoft Windows operating system uIs)ing ; Zero-

uickly the malware spread
The mere insertion the
fected the machine’
day exploit not

—
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ol usly docu.me-ntec.l. The worm a
: certificate, indicating it wag relia

o 7 replicate across the IT infrastrye

s che worm propagjated from desky

netWOfk’ it posed a simple questiop

(his computer connected to an indy

ored by the German multinationg]

The Americans and the Israeljs had dope ¢},
knew the centrifuges at Natanz Were run by glz}r:é;: g;n emrk and
rial programmable logic controllers (PLC), which ~417 indus-

monj
valves and pressure sensors of the centrifuges at the planr:uﬁred the
puter was not connected to a Siemeng PLC, the e faiied : com-
0 ['ep_

licate and merely died. If, however, Stuxnet detected that 4 deskto
or network computer system was connected to a Siemens pr,c thi
cybel' weapon aSSIdUOUSIY bega}n 1ts work, making its way from, the
Windows computer onto the industria] control system that map.
aged the Iranian centrifuges.

The perpetrators. of the attack knew that refining U-235
was a very tricky business. The IR-1 centrifuges used at Natangz
were designed to spin at 100,000 rotations per minute (RPM), an
incredible feat in speed and technology. If the centrifuges spin too
slowly, the U-235 required for nuclear energy (and bombs) does
not separate effectively. If they spin too fast, the centrifuges begin
to vibrate and shake uncontrollably until the pressure becomes so
severe the motors burn out, requiring the centrifuge to be replaced.
The authors of Stuxnet understood.that no centrifuges meant no
enrichment, thus no bomb and no threat.

The Siemens PLCs were key to the attack, but the al..lthOI'S
of Stuxnet were not impetuous cyber warriors with a pl.ﬂagf:-
and-burn mentality. They were patient, strategic, and cunning in
their attack on Natanz. In the first phase of the as.sault on Naltt;rillZ,
Stuxnet did nothing but observe, sitting there sﬂf:r}]ltly; ;:ezemri}_’
gathering information to understand hOTPV thede'nnci ;na sterful
fuges worked. The worm recorded all of its fin l?lgssuccess e
preplanned move that would prove crucial to the
Operation. to show its

It was in phase two, however, thit Smxnetogia:;le industrial
true powers as the worm established dom
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t ; allow;
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158 A GATHERING STORM

Co _

lnt.ro] systems at Natanz. Slowly; 15 puppetm ast.er S began "

u atlng the centriﬁ]ge valves and motOI‘S responSlble for enri a;llip‘
ch:

U-235 at the facility. For months and even years, the cep, | ing
ting from their designed 1010 B

sped up and slowed down, fluctua re mounted 0
RPM specifications. Centrifuge Pres*" Jummet i fa}l 3
- 1 0 ’
and yields of enriched urani®® began trepoperations 3,
M bile. fnside che cur Contrg)
eanwhile, ins der— -
in full working order—at least 5. M
at Natanz, all systems Werc , [ “Atace,
: ’ ter SCreens monitored by the engineers ,, iy
ing to the compu f centrifuges was repres

facility. Every one of the thousandsdo e s ereEal
by a light on 2 compute e d mo"it%d

o e T e,
working as designed; 2 878 e hlg their screeni ? 1 Dy
after day, engineers dutifully wate e A Or any ¢’
dence of failure, as the lights co.ntmued tos 1;1@- right green op g,
data safety systems before their €yes- Cascade pcll';)tectmn System;
Check. Centrifugal pressure? Check. Rotor speed: Checlj;_ Screen
on the walls, screen$ on their desktops, st.:reens on their Contry

anels—all information systems inside thf31.1° operations commapg
center told the Iranians their nuclear ambitions were on track. Ye

nothing could be further from the truth.
by the Stuxnet worm was designed to be

The damage caused . .
subdued at first. Gradually, some centrifuges began spinning out
blamed bad parts or the incompetence

of control, but the Iranians
of their engineers. Each centrifuge that failed seemed to have a
different explanation: this device was too slow, that one was too

fast, there was t00O much pressure in these. The uranium processed
was increasingly of poor quality and not usable. Inspection after
inspection of the facility was carried out, and researchers contin-
ued to closely observe the status of their entire operation from the
computers inside their control room. As time passed, dozens and
then hundreds of centrifuges began to fail. Iran’s nuclear ambitions
were now in doubt. What the hell was going on? As it turned out,
the Tranians had placed too much trust in the computer screens
governing their prized secretive nuclear enrichment site.

The data logging and computer recording of the
control systems stealthily perpetrated by the Stuxnet WO
phase one of the attack had a clear, if not immediately obvious,

g
ente

industrial
rm in
pur-

|
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158  IN SCREEN WE TRUST

 fully document what 'the Siemens PLCs looked like when
osE t _ in full, proper working order. Rotors spinning according
they ¥  d pressure at expected levels yielded all systems go, all
0 plan nce lights green. Stuxnet captured all of those data and
mﬂinter:i :+ on the PLC equivalent of a VCR, carefully saved for
eCOr “ What happened next was straight out of a Hollywood
pﬂsigg.ter, portrayed many times in films such as Ocean’s Eleven
t;;lC;"i N rional Treasure. The attackers simply prerecorded video
and *_ of the casino vault or safe room to be targeted and played it
fooilfgn the screens of the watchers and security staff.
bac sl uranium enrichment centrifuges spun out of control
¢ NatanZ, Stuxnet masteﬁrfully interCf:pted the actual input values
om the pressure, rotational, and vibration sensors before they
ched the operational control room monitored by the plant’s
Rather than presenting the correct real-time data from
the Siemens PLCs, Stuxnet merely replayed the prerecorded infor-
mation it had taken during phase one of the operation, showing all
systems in full working order. The brilliant move meant that even
though in reality the industrial control systems were melting down
and digitally screaming for help, the flashing red danger signs dis-
played by the system were supplanted by a sea of green calm on the
monitors of the Iranians controlling Natanz. As the centrifuges
spun out of control and tore themselves apart, the human operators
in the digital control room had no idea their own reality had been
hacked, hijacked by a computer worm with a funny name sent on a

mission to search and destroy.

rea
engineers.

Life in a Mediated World

Unfortunately, you have more in common with the Iranians than
you realize. While you may not be producing U-235, you too
depend on screens every day to translate the world around you.
Your cell phone tells you who has called, your PC reminds you that
you need to update your operating system, and the GPS in your
car shows you how to get to your morning meeting. All of this and
More transpire long before you finish your second cup of coffee.
The result> We no longer live life through our own innate primary

B 4
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erience it mediat
hum ‘1ieias Rather, WE exp ., ated ¢
an sensory abilities. ™" from our intrinsic g, rough
e

. hat sever US
screens, virtual walls t interpose themselves - ing

S, Screeﬂs ; :
define the woild f(Ig B rojecting information that is Purpg, O
r .
us and the s L F only ever a rough approximat;, e
equal to reality but is at best 1, opg
that is easil maniplﬂated' , ATM
& orts hospitals; banks, -and i DAy h
At our airports, n our lives. But screens tg & Ve

fixeare 1 he underlying inf are
; than present the un Ymg Intormy;
dumb; they do Jittle more ystems which are eminently haCkali?:

: : a systems,
contained in dat? 3 er code also control our screens ol

compu
Those who control the cormP erceptions. Everything from,

..nces and our P
thereby our experienc d wi .
- i n be tampere with, an ;
video games to VOting machines €2 p » and in gh,

brave new world seeing something with your own two eyes gy
wn ears is by no means an indication thyy i

hearing it with your 0
g safe. As a result, the screens we watch cay,

is legitimate, correct, OF ’
deceive us in ways most have yet to understand. |
Whether or not you realize it, your entire €Xperience in the

online world and displayed on digital SRpoe is ]?eing curated
for you. Some of this filtering of course is good. With billions of
tweets, Snapchats, status updates, and blog posts, there is no way
any of us could consume the volume of data thrown our way ona
daily basis. Knowing this, Internet companies go to great lengthsto
learn what you like and to customize your online experience using
a series of computer algorithms. Facebook studies your Web links,
images, pokes, messages, events, and Likes to customize what you
see on your screen every day. As a result, you do not see most of
wl.lat’s posted by your friends or on the pages you follow, and your
friends see perhaps only 10 percent of your own updates on their
news fee.cls. For as 11_1uch effort as Facebook puts into studying and
fsigr?;egﬁ;::i Yofu for its advertisers, it works at least as hard to deter-
see every tirnc:: ;:)1]1] :riiie}lll-cps B wou.ld most likely want t.o
do this? Simply stated Fa;zbsnekor S
panies know that if th’ S Google, and other Internet co™
ey provide you the “right” stuff, you'll spend

more time on thel 3
r sites and cli - A
Serve you up more ads lick on more links, allowing them t
Facebook i '
ok s b n
Yy 00 means alone in this game, and Google t00
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- gllyour rior searche§ and, more ifnportant, what you've
qﬂ""ﬂﬂﬁeon, . order t0 customize your online expe'rience. In his
Ji - Filter Bubble, the technolo%;y re-searcher El: I?ariser care-
ook T ente d the Ph.enomenon. etting you the “right” results
fally do s 2nd millions of computer algorithms are dedicated
i b . Google reportedly has at least fifty-seven separate per-
e:t"s 11 . onals it tracks and considers before answering your
na]{zatlo otentially to include the type of computer you are on,
’ cstlor‘,lv;er you are using, the time of day, the resolution of your
¢ bro  monitor, messages received in Gmail, videos watched on
compuit; and your physical location. Google alters, in real time,
T arC’h results it provides you based on what it knows about
the s€ carch for the word “abortion” returns links to Planned
you- thood for some and Catholic.com for others; if your query
.Pa:En pt,” you may receive results on the Arab Spring, while your
is “EgYP™ he pyramids or Nile cruises. Like Pariser, you

Tiom SEES infoon t
o run this experiment yourself, and the results will provide an
c

[luminating perspective on ’how Google sees you.

The fact of the matter 1S that there is no such thing as “stan-
dard Google.” Eric Schmidt has publicly acknowledged that “it will
be very hard for people to watch or consume something [online]
that has not in some sense been tailored for them.” While none
of this i necessarily malicious, there are important questions to
be asked about how this information is being culled, sorted, and
curated by others purportedly on your behalf. The challenge, how-
ever, is that Google, Facebook, Netflix, and Amazon do not publish

" their algorithms. In fact, the methods they use to filter the infor-
mation you see are deeply proprietary and the “secret sauce” that
drives each company’s profitability. The problem with this invisible
“black box” algorithmic approach to information is that we do not
know what has been edited out for us and what we are not seeing.
As a result, our digital lives, mediated through a sea of screens,
are being actively manipulated and filtered on a daily basis in ways
that are both opaque and indecipherable. This fundamental shift in
Fhe way information flows online shapes not only the way we are
informed but the way we view the world. Most of us are living in
filter bubbles, and we don’t even realize it.

Around the world, nations are increasingly deciding what

- y
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e able to access and what info?ma G F
0

i ing arguments such N
be prohibited. Using COm_PeH_ g llegtual s o8 h“u]d
:onal security,” “ensuring MR 'pl PETty rightg » in,
Ilaning religious values,” and the perennial favorjee b o D
serv

4 ; ®, “Say;
children,” governments are ever expanding their Nationg ng i
1 )
for the purpose of Inte

rnet censorship. Some of these filter; re“'aﬂs
niques are disclosed to the geneﬁl public. gor example ;. rt:ch“
and Germany, Sites promoting 3;}5? 01;' e;)lymg the Holg, :Qe
are openly censored. In Syrla, Youlu e,blaci ook, Amazon’ N
mail, and pro-Kurdish sites ‘havc Peen loc ed. In S i gt‘
400,000 sites have been restricted, }ncludmg_those.that cliscuss N
y or social issue incompatible with Tolags any

political, religious, h. In many instances, h o
personal beliefs of the monarch. In y 54 HOWevey, ther,

is no indication that your online information is being Censorgy
instead, your content simply does not appear. In the Uniteq Arz)
Emirates, the government has even blocked all access to the enti;
il domain of Israel, digitally erasing the existence of the JeWisE

state from the virtual world.
Tech companies have collaborated in national censorship pr.

grams and acceded to state demands to filter offending congey
in real time, as Google did when entering the Chinese market in

2005. But perhaps no other government is as adept at and rigorous
with its Internet-filtering programs as China. The “Great Firewall”

of China ensures that its billion-plus residents are unable to see
politically sensitive topics, such as the Tiananmen Square protests,
embarrassing details about the Chinese leadership, or discussions
of Tibetan rights, the Dalai Lama, Falun Gong, Taiwanese inde-
pendence, political reform, or human rights. Internet censorship,
however, is not restricted to autocratic regimes or despots. As of
2014, there were more than four billion people living in countries
that practice Internet filtering of one sort or another.

Screens tell you not what is really out there but what the gov
ernment or Facebook thinks you should see. If you searched for
something and it wasn’t there, how would you know it really was’
To paraphrase an old philosophical question, if a tree falls on .the
Interne‘t and no search engine indexes it, does it make any noise’
f&s we live our lives increasingly mediated through screens, when
it doesn’t exist online, it doesn’t exist. If an event is not listed I

data citizens should b

|
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- happened. Conversely, if it d .

Je, it nEVEr Vs 1T it does appear in Goo le,
.Goczlgl might not have hap;?ened. Welcome to the world of digial
it -Stkery o virtual hall of mirrors repre
gricse

. sented as screens where all is
agical]y possible. o
P The profound risk of life in a technologically mediated world

.. chat it creates mammoth opportunities for information to be
is anipulated in undetectable ways that most neither e
m

xXpect nor
nderstand. Screens are cveryv'vhere, beeping, ringing, and blink-
¢ for our attention. But what if these screens were lying? Feeding
Ll‘lsgfalse information and mislead.iﬂg us? In today’s world, all that we
e on Screens can be faked and is easily spoofed. Ask anybody who

has €ver visited an online dating site, and he or she will tell you:
what you se€ is not always what you get.

Does Not Compute

Why, sometimes I've believed as many as six impossible
things before breakfast.
LEWIS CARROLL, THROUGH THE LOOKING GLASS

What do hackers, fraudsters, and organized criminals have in
common with Facebook, Google, and the NSA? Each is perfectly
capable of mediating and controlling the information you see on
your computer screens. In a world where information is power, the
gatekeepers who control the flow of data to your screen can also
control others. We encounter this behavior on a daily basis every
time we go online. Most of us would not consider making a major
purchase or reserving a table at a new restaurant for a special occa-
sion without first doing our own Internet research. Who better
to inform us than our fellow shoppers and diners? Nearly 90 per-
cent of consumers say online reviews influence their buying deci-
sions, and a Nielsen study found that a surprising 70 percent trust
the reviews they read online as much as recommendations from a
friend. Unfortunately, according to an investigation by the New
York State attorney general, 25 percent of the reviews on Yelp, one
of the most popular sites of this kind, are completely bogus. Worse,
in September 2014, a federal appeals court ruled it was completely
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legal for Yelp to manipulate its ratings based on whicp,
advertised on the site; big spenders could legally Compay,
even if all users rated them a one. Reviews on eBay gzt five Sta’ﬁs
TripAdvisor are also all easily faked, and many of ,thomazon’ ars,
tten by the businesses fhemsZTvﬁ” s:;f

€s

postings you see were Wri
There are even professional companies wh or b,
OSee ”

paid proxies.
business model rests on gaming the online review syst tir
practice is known as astroturfing and is widespread. One M. The
f New York, known as Zamdel E’;‘Pany
w

investigated by the State 0
accused of writing more than fifteen hundred fake reviews OD"Y ;
elp

and Google Places.

| Thought You Were My Friend

own 2014 annual report, up to 11.2
Considering the world’s largest sci?}
has 1.3 billion users, that means up to 140 mi:;
Jion Facebook accounts are fraudulent and these users simply dOHs;
exist. With 140 million inhabitants, fake Facebook-land would be
the tenth-largest country in the world. Just as Nielsen ratings on
relevision sets determine different advertising rates for The Walking

ales are determined by how

Dead versus the Super Bowl, online ad s
many eyeballs a Web site or social media service can command—if

only the data could be believed.
Want 4,000 followers on Twitter? They can be yours for $5.
Want 100,000 fans on Facebook? No problem, you can buy them

for 2 mere $1,500. Have even more cash

on SocialMediaCorp.org
to burn? How about a million new friends on Instagram? “For you
we make special deal,” only $3,700. Whether you want favorites,

I.,ikes,' retweets, up VOtes, all are for sale on Web
51tes.llke Swenzy, Fiverr, social
media accounts are then used to falsel
or company, for a small fee of course.
out in the developing world, in places suc
wh;re actua! humans may control the accounts.
:(1:1; t::;sdli’ussm, Ukraine, anc? Romania, the entire process

pted by computer bots, little programs that will carry out your

According to Facebook’s

cent of its accounts are fake.

media company

or page VIews,
and Craigslist. These fraudulent
y endorse a product, service,
Most of the work is carried
h as India and Bangladesh,
In other locales,
has been

_‘
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coded automatec'l insttructi-ons, such as “click the Like but-
Pre’fover and over again using dlffe.rent fake personas.
o st 25 mythological shape-—sh:fters were able to physically
form chemselves from one being into another, these mod-
ran® reen shifters have their own magical powers, and criminals
ern SC or for a taste of the action, studying their techniques and
are €2 g them against easy marks for massive profit. In fact, many
del’lo}; o clicks are done for the purposes of “click fraud.” Businesses
of theompanies such as Facebook and Google every time a potential
pa ;m er clicks on oné of those banner ads or links you see online,
= ized crime groups have figured out how to game the
cem to drive profits their way via so-called ad networks, which
apitalize 0N a}l those extra clicks. Stung by the criticism, social
edia companies have attempted to cut back on the number of fake
proﬁles out there. The .results of Facebook’s actions were reveal-
ing. Rihanna and Shakira lost 22,000 Facebook fans, Lady Gaga
had 32,000 of hers removed, and Zynga’s Texas Hold ’Em Poker had
100,000 purported supporters vanish into thin air.

1f Facebook has 140 million fake profiles, there is no way they
could have been created manually one by one; there has to be
something much more sinister at work, and there is. The practice is
called sock puppetry and is a reference to the children’s toy puppet
.reated when a hand is inserted into a sock to bring the object to
life. In the online world, organized crime groups create sock pup-
pets by combining computer scripting, Web automation, and social
networks to create legions of online personas. This can be done
easily and cheaply enough to allow those with deceptive intentions
to create hundreds of thousands of fake online citizens.

One only needs to consult a readily available online directory
of the most common names in any particular country or region.
Have your scripted bot merely pick a first name and a last name,
then choose a date of birth and let the bot sign up for a free e-mail
account. Next, scrape online photo sites such as Picasa, Instagram,
Facebook, Google, and Flickr to choose an age-appropriate image
to represent your new sock puppet. Armed with an e-mail address,
name, date of birth, and photograph, you just need to sign up for
an account on Facebook, Twitter, or Instagram. As a final step, you
teach your puppets how to talk by scripting them to reach out and

- y

Scanned with CamScanner



166 A GATHERING STORM

repost other people’s tweets, -

online. Your bots can even Compp, rf,n dﬁr},
nother. Before you know it i hmcate a.,ly
at your disposa! for use as yoy, Sezve th%d

ets that criminals use as key s Th

. upp . Nst: It

rmies of sock p . COhs,

'theie ?r phishing attacks, to fake online TEVIEWS, to tric) Usetue"ts
in thel '

downloading spyware and t0 commit a wide varie IS

send friend requests
«]ike” things they 5€€
cross post with 0n€ a
sands of sock puppets

Fatal System Error

n “in screen we trust” world. We look £y N
for guidance and direction. We depeng i
and all too infrequently do we Quesiy

the results. But if your programmlng 1S POC;;'I or YOl}I' Primary gy,
incorrect, these errors will be reflected in the results you recejy,
;)

Garbage in, garbage out is one of the axioms of computer g
ge 1, d reliance on technology insulated apng

_In the past, our Jimite : |
ence past, these mistakes. In the age of big daty

rotected us from many of ( stak
Eowcver, the calculus has shifted—Dbig-time. We are al.l affected by
database errors in one way Of another, and the implications of these

inaccuracies are growing every day. According to the.F ederal Trade
Commission, nearly 25 percent of all consumer credit Ieports con-
tain errors, and data brokers such as Acxiom have_ admitted that 30
ercent of the data they maintain on you may be inaccurate.

When the forty million to fifty million Americans affected by
these errors attempt to rent an apartment, buy a car, get a mortgage,
or apply for a job, they soon discover that somebody else’s mistake
has now become their nightmare. If “according to our computer”
you are a credit risk, you are, no ifs, ands, or buts. Today, millions
of decisions are made every day with faulty, incomplete, or impre-
cise data, often with no further verification. If the problem weré
limited to credit reports, it might be tolerable, if only barely. But
living in the land of “in screen we trust” means computer €rrors
can affect not only your finances but also your life and your liberty.

As the world of medicine rushes to digitize patient records in
an effort to save money, improve efficiency, and yield new big-data

We now live in 2
foremost to computers
screens to give us answers,

—
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. on diseases there has been an unintended cost: accuracy.
ins18 of millions of electronic medical records contain incor-
Tens.nformation about patients, and erroneous data on computer
cect 1 s can quite literally kill. Gary Foster, a twenty-seven-year-
scree;‘»om Essexs England, died at University College Hospital in

on when @ glitch in the facility’s computer system meant the
Lon e received an overdose of cancer drugs during his stay.

:hospital staff, foll.owing an inaccurately entered prescription

ovided him with lethal doses of chemotherapy for his tes-
ancer treatments. Not only can too much faith in com-
o er scre ens kill, but also it can have a deleterious impact on public

fety- : .
o In California, 2 computer glitch led to the release of 450 dan-

erousS criminals after a system error directed prison guards to set

some of the state’s most violent offenders free. Gang members, rap-
iStSs rmed robbers, and inmates classified as having a “high risk for
giolence” walked out of prisons statewide because officials accepted
the information on their screens as the truth. Of course, errors in
criminal justice data are common, and these mistakes not only free
the guilty but also inculpate the innocent. In Britain, police officials
at the national Criminal Records Bureau admitted that more than
rwenty thousand people had been wrongly branded as criminals
because of data errors in their system. The massive blunder meant
that thousands of innocent individuals were given criminal records
for offenses they never committed. “But, Officer, you've got the
wrong person” is a refrain cops are used to hearing; unfortunately
for those involved, what is on the screen is the truth, until proven
otherwise. Across the UK., victims of these errors were denied
jobs and volunteer positions and had their reputations destroyed,
2l because of our unyielding faith in our screens.

Today we face a confluence of phenomena, both human and
technical, that are coming together like a perfect storm to pose par-
ticularly striking dangers to our society. With each successive gen-
eration, we grow deeply comfortable, even if only unconsciously,
with blindly following the directions provided to us by machines.
Garbage in, garbage out has been supplanted by garbage in, gospel
out: if the computer says so, it must be true. The problem with such

reasoning is that we as a society are relying on incorrect data all
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roblem that will come back tq bite

i ering P
the time, 2 fest : : : |
bubbles ’invisible search engine censorsl?lp, nationa] o B,
fu | d;ta mean we have 2 fundamefital InCEgrity probley, 5 iy,
aulty e sec the world, or more precisely with the way the Wit} Fy
W
wﬂ}’ented to us, mediated through our screens. Worjg :

pres
When Seeing Ain't Believing

pters, We focused extensively on What |
a

pens when your data leak‘ apd your infoormation confidentiyy
is breached. No doubt, criminals are having a field day wig, s
the opportunities they have generat‘ed-by stealing your dat,. Bug
there is a much more profound and insidious threat to the woy s
information—-changing it. Criminals, hackers, terrorists, and gov.
ernments are increasingly brea

king intoo data SyStems, DOt to stey]
information, but to surreptitiously manipulate its presentation g,
as we saw in INat

-

In the preceding cha

our screens, anz. As a result, the very integrity
of the world’s information is under attack. Slowly, imperceptibly,
and with great precision, attackers can enter our data systems ang
covertly modify any and all of the underlying information. Whep

data may be the best-case scenario

hackers attack, stealing our
formation without our knowledge.

compared with altering the in
In the 1995 movie The Net, Sandra Bullock plays a reclusive

systems analyst who accidentally uncovers a plot by a diabolical
ber-terrorist organization to take over the world’s information
systems. The film opens with the undersecretary of defense com-
mitting suicide after learning he has tested positive for HIV at the
Bethesda Naval Hospital. As it turns out, the official was never
HIV positive; rather, hackers changed the results on his medical
tests, in retaliation for the undersecretary’s pursuit of international
cyber villains, information that his doctor dutifully reported based
on the data on his computer screen. The shame of the test results
was too much for the conservative undersecretary, precipitating his

suicide.
i e A tatel ol
carries real-world imPaft::t Tll.lough e ok b.lmkmg B E
- Lhe events depicted in the film are
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: ossible today- Police data systems

deiieddh;gbally, including in Austrasl);a, Engl;::lz,b;;q;u;;:rssfl}lllily
P eal, Hong Kong, and. Honolulu. In 2013, the D‘«;Hish E‘. s,
MO'[;nal Jriver’s license registry was breached, and it was bel;ie\:cg
ﬂaﬂhack s made changes to the underlying law enforcement d:ta
e s In philadelphia, also in 2013, a classified database of wit-
i B some of the city’s most notorious crimes was breached
nes il criminal group- As a result, the names, addresses, and

hot 0grd hs of doz.ens ‘(‘Jf protected witnesses were posted on Iansta_
P m with the tagline “Expose the Rats.” Many of the individuals
g osed had testified in Sfacret grand jury hearings, and within a few
days there were nearly eight thousand followers for the Instagram
nt user known as rats215. One nineteen-year-old witness who
fiedina homicide case was later targeted for retaliation ina
In what amounted to mass witness intimidation, numer-
to the site posted comments such as “exterminate the

accoult™
had testl
shooting:

ous Visitors
«© h‘ h ”
rats” and “put out a hit on them.

In Massachusetts, 2 prisoner already serving time for com-

ster hacking Was allowed access to the prison’s library computer
for the purposes of legal research on his own case. Once his fingers
rouched the keyboard, he was able to tunnel through the computer
network at the Department of Correction and obtain access to case
fles on other inmates, as well as the names, dates of birth, Social
Security numbers, home addresses, and phone numbers of the
prison’s eleven hundred guards. Given the insecurity of criminal
justice systems, how many prisoners have been wrongly released,
like the 450 violent offenders in California, because the underlying

data were falsified and purposefully tampered with? The answer

is, we simply do not know, and government officials are loath to

discuss the matter.
As open and vulnerable as law enforcement computers are,

they are a veritable Fort Knox compared with our electronic medi-
cal records. Forget for the moment the millions of accidental errors
previously noted; the Department of Health and Human Services
(HHS) has determined that at Jeast twenty-one million Ameri-
cans have had their electronic medical records accessed without
authorization since 2009. In fact, HHS has documented more than
nine hundred such breaches at hospitals across the United States.
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- how many mOre Were n’t reported? Federa] Iy, on}
ore than five hundred rt?cords per incidy ma‘ldq
ed criminals are targeting medic,] dat:n-t arg t:t\
variety of ways, ranging f.rom Me;ljl care f:.aUd W e"mi.‘!rtio:i1 Ia ‘Vidr;
ginia, hackers access-ed Clghf . I?inbpa lluent records 5 t“ Vi
five million prescriptions mainfained by the state’s p ePartrnhIr‘):
Health and threatened to post the information onl?ne o nles:m .
ginia paid a $10 million ransom. Globally, el;lcltromc Medje,, Xir,
systems are deeply'porous, and bad actors are fully capyp, Uflev:ta
aging these data with d.eﬂdIY consequences, » S

Time and time again, doctors, nurses, and techmcxans will
low the directions presented to them on computer Screeng, o
‘when the information is incorrect, as we saw Previously g
describing the fatal hospital system errors that k-ad. to the deat i
Gary Foster. If the screen says you are HIV positive, the hospiyy
will deliver that news to you. Worse, if your blood type is Jjgeg as
O positive and a hacker, enemy, or adversar.y switches it in the hos.
pital’s database to A negative before you go into surgery, the Opera.
tion will likely result in death. The same would be true if SOmebody
maliciously erased your allergy to penicillin from your digital chart
and a nurse innocuously carried out a medical order directing he;
to inject five hundred milligrams of the drug into your IV.

The profound consequences of the “in screen we trust” mep-
tality can open the door to an array of new crimes, including new
ways to commit murder. In response, criminals have developed a
panoply of methodologies to profit from a world that has subsumed
human intelligence in favor of the digital and the virtual. Nefari-
ous actors are proving particularly adept at so-called man-in-the-
middle attacks, wherein they insert themselves between reality and
the data we see on our screens. The result? An all-out assault on
the integrity of the information we’re stockpiling as a result of the
big-data revolution,

Bu :
reporting if m
geted. Organiz

Screen of the Crime
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enon of phishing-—-a thCh-ﬂique by which criminals mas-
Phcno g Jegitimate Wf:b site in order to acquire information
4sswords and credit card n_umbers. The term “phishing” is

j 85 Ps “lling of the word “fishing,” and the technique involves
o innocent fish to take the bait of a malicious link

. ed crime groups that run phishing cons try to
ng ona link that takes them to a fake Web site
wsic u[led by fraudsters. Phishing messages arrive in our in-boxes,
contro S tweets, instant messages, and Facebook status updates.
yia ll;gedl}’ come from our banks, cable companies, retirement
utlets, and mobile phone operators and target

] media O
d the world, with the greatest number of victims in the

, the UK, and Germany.
d, all phishing attacks depend on an unsuspecting
user clicking on 2 !ink or attachment in 2a message that will either
ke the unsuspecting party to a.fra_udulcnt Web site or install mal-
are on the user’s machine. C-rlmmals take advantage of HTML
pypertext links and embed their attacks in hidden computer code.
phishing messages arrive as fake e-cards, e-mails from our bank,
job offers, coupons, Or deals too good to be true on social media.
These malicious communiqués, replete with grammatical and
spelling €rrors in years past, have become highly professional-
ized and are today virtually indistinguishable from the real thing.
Criminals know exactly how to subvert the trust you have placed in
your screens by visually mimicking the sites they impersonate and
| tricking your senses with a digital sleight of hand.
A typical message might arrive from an address such as
security@bankofamerica.com, informing you that you need to
update your profile or that your account has been suspended because
of suspicious activity. Uh-oh, seems important, better look into it,
you think. What you may not know is that the e-mail address that
s-hows up in your in-box is ridiculously easy to spoof or fake. Any-
time you set up a new mail account in any mail software program
such as Outlook, Mac Mail, or Thunderbird, you will be asked to
enter a name and e-mail address. If a crook types “Bank of America
SSE;‘;TEY Team” as the namf: i'n an e—mai'l program, that’s wha.t v'vill
the mesl,Js In your 1n—b0:»'{. It’s just that simple. Only‘ by examining
age headers might you note that the e-mail address used
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ctually notifications@secyy i,
by the baﬂlglit})’:::rf;ugh toyfoo] the average bear.ty bankofa
.com—stiiC av. the message looks as if it were from Yo

In every zey(’:olor’ same logo—but it’s not. Thoug, i" bap,
same font,S :3 www.bankofamerica.com, you wi] instegq bZ"iSihle
link ma};aniofamerica.wm (0 instead of o) or even bankofa taken
e WWWm dates.com (accountupdates.com is the acty, dom T
.acCO;;il;_ng owned by the criminals; Bank of Americ,
zflet‘;leir sit:e to fool you); ‘w\.:VW.cmbank.COIn L e Plante,
www.citiibank.com (two 75 in the fake address, iy notic““"blei'r
Phishing messages all subtly scream what they Tt you to 4, by
making the embedded link containing frag POEan il "Mposgip,
to miss, written in a large font or having a big COIOTEEII button; « 0
update security settings and protect your account, click here » Ang

hey own vou.

now % he}’fatefu}f click will take you to the Citiibank.com Web it
where you will be prompted to log in and p oRCE yous credenti;
and when you do, the thieves capture your log-in name an Pass-
word, as well as a bevy of other personal information. And now i
when the criminals really go to work. Phishing is a gateway crime,
a fundamental first step that provides thieves with the data they
need to perpetrate step two in their plot against you, includin
identity theft, financial fraud, tax fraud, and insurance fraud, Just
as the nuclear engineers in Natanz were presented with a compel-

ling but completely fictional reality on their Screens, you too are
beset by criminals knocking at your door every d
deception techniques,

criminals, the costs of pulling off such dj
ly 1

For
ridiculously low, Fully automated phishing kits s
underground to send

costamere $65, and g5
of “sock Puppet” accounts

mer‘

iS jUSt af,

gital charades are

to .S(:ale up. As 3 result, more than 100

treturn op Investment. With
the scale, scope, and
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11eyy of cybeT cTime come into focus. Although the returns
roﬁtablk hishing attacks are jmpressive, they pale in comparison
PO o ul ll)lishiﬂg’” a technique that does not send bulk fraudulent
ugpear I:O millions, but rather carefully targets specific individu-
mcssag Sanizations'
s or 08" - hing attacks have become the go-to tool of choice
Es0 gmmitting industrial espionage, and the costs in those
for tho e ‘;) ¢ gargantuar, as the global beverage giant Coca-Cola
caseS caﬂd As part of its Asian expansion, Coke had entered into
discovel’j‘s'tage negotiations to purchase China’s Huiyuan Juice
a,givancffAH o proceeding according to plan with the acquisition,
_ t inexplicably fell apart. Something fishy was going on, and
gntil 1 onted answers. It conducted a full investigation into the
Coke wand began to examine the deal in detail, including com-
matter rions between Coke and representatives at the Huiyuan
ml-lm((:group. In the end, Coke discovered that the Chinese govern-
ulcet was aggressively monitoring the deal and pursuing nonpub-
II'wlilnsi,‘;’.'hts “nto Coke’s bidding plans and intentions. How did the
lélin ese ultimately get the access they needed? By manipulating
the screen of Paul Etchells, the deputy president of Coca-Cola’s
pacific Group-

Etchells opened an e-mail that had been spoofed to appear as
if it had come from a senior executive in Coke’s legal department.
The subject line was enticing: “Save Power, Save Money—{rom
Coke’s CEO.” Etchells knew his boss at Coke had been heavily
pushing energy savings in the company (as did the Chinese who
had infiltrated Coke’s corporate information systems). The perpe-
trators of the attack spoofed reality by making the message appear
as if it came from a trusted colleague, on the internal corporate
network, with a subject line that was compelling and contextually
made sense. When Coke’s deputy president innocently clicked on

Fhe link, he also silently downloaded malware onto his workstation,
lpcluding a keystroke logger that captured everything the execu-
tive typed. As a result, the Chinese were able to download a bar-
:2%8 lll)f.computer files related to the deal. While Coke has refused
sinp‘ll licly com_ment on “security matters,” what is clear is that one
. gle spear-phishing attack against a senior Coke official cost the

™M its $2.4 billion acquisition of China’s Huiyuan Juice Group.

-
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: ' ccumbed to spear pp; .
s not alone in having st . Pliship, .
Coke 15 Hlfe preferred method of attack for online Crimina;t by
become t ‘ble for a full 91 percent of a]] targeted s ing

digital spies, respons! Vb,
?
attacks. change what you see
= w even g n
Criminals can 00 Your SCrg

i i ements.
ding your financial stat ) ’nts But Whag ¢
and you didn’t know j;; Th. You

in real time, inclu

ro
balance were Z€ro, .
ank account
b s ‘housands of malware programs that will stea] Mone
SO

e account these days; the whole process h'as bef:ome g‘om
d even automated by the bad guys. Cr.unmals Infecy '
hone, capture your log-in credentials, anr
then use them to drain your accot'mttl;lalélmcei)acl):;;mrse shoulq yo
yourself happen to log in and ’nOtICC dc ow : e:j you may by,
a shot at notifying your bank’s fraud depar tlmen and stopping 4,
flow of the funds. Banks usually reserve Sf:t}: (zlnent periods of day
or so, particularly internationally, in :Whlc €y can Can.ce-l, stop,
or reverse a transfer or wire, but thff time frame to do so is increg_
ibly short. To this end, criminals will go to great lengths to engyy,
that what you see on your computer screen is not what you have iy
your bank account. H]ghly specialized TI'O]EIH horse SOftW&I'.e, such
as SpyEye and URLZone, not only steals. your money but will evey
offer you false reassurances that it is still in your bank account. The
magic of these Trojans is that they give thieves more time to use
your banking, debit, and credit card information without your real-
izing what is happening. Your first clue there is a problem is when
you try to use your own bank card to make a withdrawal, only to
learn you are overdrawn and there are insufficient funds.

The crimeware (criminal software) involved is so sophisticated
it even knows how much it has stolen from each bank account com-
promised. Thus, if the thieves stole $2,419 from your checking
account, an algorithm will add that portion back to what you see
On your screen in real time as you view your online account bal-
itk PurCh?SeS made by criminals with your credit or debit card
zzjiigtzi::g;Zﬂf ;:'f l:;t ft'll‘loem the recent transactions list and the
copies of your banki A ap;?ear oA sQreen. Even PDF

ng and credit card transactions sent to your

rint 2
Sle:eetrhgre modified before they come out of your machine. When
leves own you, they really own you.

your ban

routine an ;
computer Or mobile p
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These types of Illan—in'the“Hliddle attack
Imi are .
inders I:heft criminal hgckers are perfecdy issd pcm?rful re-
4iating reality for you via the SVer-increagiy < ¢ of intermg.
i : -
. vour life. Just like the Perpetrators o Stiren
1n . :
ccognize that screens are merely 5 Proxy for ik mlna!s
mpletely malleable and easily Manipulageq Yer %, one that 3
o 1 of the data we see on our scree
10!

. ot all map;
. pula-
_ TEENS IS carrjeq out by globa] ¢ b
jme cartels or espionage serviceg, yber-
cr

Pedophiles routinely take on
nd 80 percent of the time those
:heY are speaking to an adult,
articularly vulnerable to attac
fhe twelve-year-old girl who

et,
r

the digity| Persong
under eighteen cq
making the Screens of the youn
k. Recall the Case of Amand, TDddg
Was tricked intq showing her breast;
she thought wag ab

oy her age. Todd
d by her virtua] att

acker, driving the
Canadian student to take her own life. For years, the case went
unsolved, and Amanda’s parents neyer knew who had tortured
their daughter, until April 2014, when a break In the case led the
Royal Canadian Mounted Police to the Netherlands and 4 suspect
five thousand miles away. Police in Holland identifieq thirty-five-
year-old Aydin Coban and charged him with

49

one count each of
extortion, internet luring, criminal harassment,

possession of child
pornography for the purpose of distribution ”

Coban’s alleged
modus operandi was to establish a fake online p

€rsona, gain the
trust of underage girls, and then seduce them int

o performing sex
acts in front of a Webcam. Dozens of other victims both in Canada

and around the world are believed to have been targeted by the
hile. :
Duﬁ?ﬂﬁf adults, interpersonal relationships and screen !fna;llﬂ-l
ulation can be 2 dangerous mix. Such was the case WltthllZ‘af ; =
Thrasher, who was accused of lashing out at the Cﬁ“g 5{31' fopied
ex-husband’s new girlfriend. The jealous woman anzgeoszg -
"Wo photographs from the teen’s Myspace mfcounft fhe slzte. She also
© Craigslist in the Casual Encounters section o il
isted the innocent girl’s home address, Phoqe m;g; se);. Thrasher’s
work information, stating that she was 1001::1118 0 hesstarteh
Prey had no idea about the Craigslist POStﬂ}llgtl(l)nraPhS (including
recejye phone calls, text messages, and photog
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with solicitations for sex, |

s if she’d been “set up to getn Coup
killeq 'ty

Ang raglrl

hy

nude picrures), along
estified that she felt 2

H

Stock Screeners

individuals and companies be manj
on their screens but so too Pulateq

up - can fingpg;,.

T and suppositions have moved maj, Cial

the breakneck speed of the Internet means the WO:S in g,

reacts before information has been verified. In August Zdooften

hacker by the nam Mark S. Jakob, a twenty-three.y, 00,,

student from El Segundo, Cali fornjaar-{,]

y Cre.

ase and forwarded it to the Internet W
1

rate announcements. Jakoh C;f:.a

0se

tion, 2 Nasdag-traded communications eqy;
2s his target. The hacker merely Copiegutf
tyle of previous Emulex press releases, SPOOFes

ss, and forwarded his news story t

_mail addre
the Internet Wire. The fictional press release stated that the Securi.
Commission (SEC) had opened an investigation

ties and Exchange

into Emulex, that its quarterly earnings were to be restated, and

that the company’s CEO, Paul Folino, had resigned in responst.
ked up by numerous

The sensational story went viral and was pic
other newswires, TheStreet.com, CNBC, Bloomberg,

Web-based Jistributor of corpe

the Emulex Corpord

ment manufacturer,

stationery and S
the company’s €

including

and the Dow Jones Newswires.
The market’s response Was both predictable and immediate.

«Tp a sixteen-minute period following the republication of the fake
press release, 2.3 million shares of Emulex stock were ¢raded, and
the price plummeted $61, from $104 to $43, resulting in Emulex’
losing $2.2 billion in market capitalization.” Exactly the response
Jakob had been hoping for when he shorted the stock, earning the
}Eroung n’larket manipulator a paper profit of $250,000. Immediatel)
: :Iiuiex S }(,:EO appeared on Bloomberg and in other financial Pf"?S
& ()lr ng the story, but F)y then the damage had been done. Withi?

ays, the FBI, working with the SEC, had identified jakob, who
was arrested and pleaded guilty to wire and securities fraud. Wher

-

Scanned with CamScanner



177 IN SCREEN WE TRUST

i Jone, legitimate investors in the market lost more
J /5 0 million because 2 l:ud at a community college manipu-
ey had in their screens.

$1

" e £r0S* they  on in the financi .

il e pipulation 10 e financial services sector is com-
Sc so-called pump-and-dump schemes are the meat

e, _ o
ﬂplﬁtctoes of online securities fI:aud. The practice involves trad-
nd poiﬁciall}’ pumping up the price of a stock through false and

t statements posted online and then dumping

ers g positive
. leadlﬂg . . &
5 before their lies are discovered. The prac-

if ovcrvﬂlued shares

chell ° “gourished 10 cyberspace, and the FBI has arrested doz-

Ofcriﬂlinals for taking part in these scams. Though pump and
lly unsophisticated in its approach, both individuals

is genera
Jnized crime groups have earned hundreds of millions of
and & manipulating the information we all see online.
creens can manipulate you in ways you

Gometimes financial s
e, by watching you while you watch them. That’s

o't even realiz
ssional traders at Goldman Sachs and JPMorgan learned
Jpout the Bloomberg t.rading termin.als they had been using for
years: Bloomberg terminals are the lifeblood of Wall Street, and
Grms pay $20,000 per year per terminal to mine the reams of data
de in order to make their daily trades. What these traders
from Bloomberg’s news

they prov?
dido't realize, however, was that reporters
dministrative access that allowed them

jivision had been granted a

o monitor client activities as traders used their Bloomberg boxes.

In other words, Bloomberg news reporters were keeping tabs on

erminal use to facilitate news reporting. Traders who thought they

were viewing information privately ona dumb terminal learned the
lly watching back.

rerminal wasn’t quite SO dumb and was actua
More than 300,000 of the most influential people in the finan-

cial world, including bankers, hedge fund managers, and Treasury
Department officials, rely on these Bloomberg boxes to carty out

their deeply proprietary research, with each query tied to a spe-
ht when a Bloomberg jour-

cific individual. The scandal came to lig

nalist phoned Goldman Sachs to inquire whether 2 partner still
worked there, noting he hadn’t logged in to his terminal for days-
The casual observation set off alarm bells at Goldman Sachs, which

went public with the story.
It was later revealed that Bloomberg’s twenty—four hundred

do

what PrOfe
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rers were able to S€¢ histories of user log-in infor
repor y :als. as well as the various a
he company s e HEEs “TOUS search o O,
the quities or commodities. Go] dimg I111
n §

ed, such as for €
z?)ng:ined that Bloomberg reporters eavesdroppeq o, 01:ﬁcials

s using th nd used this private information to

er S
i !

on the activity . .
to generate Bloomberg news Stories. One former Bloon th

d that “there was always a discussion in the . mherg

: 1als to break news.” Wstog
of how to use the terminais . m
Financial screens can also be.hackefl and manipulateq Vialy

frequency trading (HFT). In his seminal 2014 book, Fy,g, Bg :
Michael Lewis tells the story of how Wall Street insiders haf’
gamed the entire financial trading system by hacking ti, ];E
spending hundreds of millions of dollars on vastly superio; -,
nical infrastructure, high-frequency tr aders were able to Shav‘
mere milliseconds off their trading times, providing them with a;
exploitable advantage over their peers. Flash Boys follows Brad .
suyama, a trader at the Royal Bank of Canada’s New York offic,
and his incredibly complex multiyear investigation into the World’
of HFT. What he discovered was startling: the stock market g5 it
appeared on the screens on his desk was an illusion. -
As it turned out, every time Katsuyama attempted to execute

a trade, the stock price moved before his order was completed.
How did this happen? High-speed traders had figured out a way
to exploit the variable speeds at which trading information moved
along fiber-optic cables to the stock exchanges. Though the sig-
na.ls traveled at two-thirds the speed of light, over longer distances
minuscule time lags added up and could be taken advantage of. By
I;siymg huge sums of money for the fastest cables, the most power-
- and the privilege of colocating their data servers on-
:)te Wl;? the exclzapges themselves, high-speed traders were able
prizzean?it;lzgl::e 1;?2‘:; t;‘ purchase a stock at a particular strike
vl s 18 rom underneath him at the price dis-

played on his screen. Katsuyama was ] '

affected by the same problem: not alone; we were all being
s High‘frequency traders we;e fiwas - .the e e
ont running the market and in

Téturn screwing us a]], X

cha » Including you and .

3¢5, your 401(k) plan, and even city pens)iz);l :311;1 utual fund pur
ns.

eir terminals
of individual Goldman partners, mformatig

used
reporter note

-
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di gh,frequency ti'aders hzid hacked time and screen, in what
o4 t0 man—m—the-mlddlg attack. They inserted them-
™ en the purported real-time stock market data projected
5elves oy na’s screens and a much faster reality, which they con-
and owned- Their computers were so fast that they could
¢ people’ orders, cut in line before them, buy the stocks
det® estion and sell them back to the person who had originally
in d red the purchase, albeit at a higher price. A few pennies’
aifff‘;ﬂ:g nce here and there on millions of trades a day meant high-
ditte traders made billions of dollars in cumulative profits out
ﬁve-millisecond trading advantage. To put that level of speed
i(iito context; the blink of a-hl'lman eye takes approximately three
pundred © four hundred milliseconds. It’s akin to the scene in the
The Matrix when the bad guys start shooting at Neo (Keanu

movie :
and he can se€ the bullets coming and can move at light

Reeves) ullets .
eed to avoid them, except in this case it’s all about hacking the

fnancial system and none of us little people have Neo’s pOWers.
In the days after Flash Boys was released, a series of investi-
Jtions Were launched by the SEC, the FBI, and the New York
uate attorney general- But their sudden interest begs an important
question: How is it this entire system was even able to develop in
lain view of the SEC right on: the heels of the 2008 global finan-
cial crisis? Michael Lewis rightfully pointed out that the “market
is rigged,” but before this could happen, the firms involved in flash
trading had to undermine your screen in order to create the fic-
tion of a transparent and crustworthy marketplace. It is troubling
to know that we live in a world in which the screens of hospitals,
prisons, police departments, banks, brokerages, and news sites are
so readily hackable, but as we shall see, screens are proliferating,
threats are mounting, and these attacks can cost uS much more

than just our money.
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